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, Mitfi8 (A) fc*5LfcJ:?*#Jfc**ri-*o ^t«-^^EK 

b 1 3 4 mm^-^^^hn^^fi^mmmD^K t *m^& ^t^x*), 

[0 0 8 0] 

*BfWfc3>^>y*-l 3 5(±. tftit^o^EKB 1 3 4^<b£$ 

Bffjt 3 yf>7 1 3 6ii> ^Bt^3>T^^^r- 1 3 5 ^MULX^hKh 
3 > 7- > 7 * - K C £JB V>T Bf-^ffc $ ttfe & 60 -Cifc & 0 
[0 0 8 1] 

7n^l40WT^t*o ^<^7^-fe>^ 1 4 0 tiu 
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,0 3 



-16 3 9 6 8 




9 J : 27/ 



'J-7ID1 4 5fc> U'fm&l 4 6^^*. 'J-7ID1 4 5 *«r 
Clfc^J: 0. 1 4 01^-ff-^ 1 5 o bmxrwbtix^&o * 

33. 9>ft^IDl 4 liSitP;-? ID14 5li, BEfcBWI! L£ *> <£> fc |W|^ 

(H5#i) o 

[0 0 8 2] 

ffr&BBtl 4 2l±> i©7^>^ 1 4 0 £ffc£L;fcBBrTN&&o ^bJlSK 1 
43 (t iW7^>^l 4 0C1OVT, 3'/f>7*«fflt*it^4 

-RWf^Eil^PD (Portable Device ) ^O'lf ##M8Mw6Biii"& £ 
[0 0 8 3] 

jx— tfr'-^ 1 5 Otov^iifSo ^--^f-r-*-^ 1 5 0te> «SI 
D151fc, ^-7*ID 152fc> /U7-K153t, ^>f^y3> I 
D (TID) 154fc, 'J-7ID1 55fc, IffiiDNKl 5 6fct*^> 
& Q 'J-7ID1 5 5**trifc^J: *K ^--ff'-^ 150149^*^14 
Olc^otfbtL-CV^o ttfWUDNKl 56^tv^itia^ 
^T3>r>777^H 3 OOfll^l^io T I D 1 5 414, 

[0 0 8 4] 

MIDI 5 1, ^ID 152./U7-K153, 
1 5 5i3«tt>mif#DNKl 5614, m5Xm,WLfzi><D tmm<Vi><DX$>2> 0 
[0 0 8 5] 

HI 7 (i N 7n - ^7. 7v a > (Broadcast Encryption) ^^<7) 
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03-163968 




: 28/ 



[0 0 8 6] 

(leaf key) i-CHlPJiW*^ ^ -Wit** tTV>* 0 ^W^t± 

Kl l7&*&5e£*U fTS«^-Kl*W-KO0 0~K 1 1 1 
fitv^o Wk-l*. *-K0 0 0^i^-K0 0 lO±fi^-liK0 0-e* 

[0 0 8 7] 

*T»0/-KB, yy r «K6^tt*3R«IOft«Hafe*^t?y-'7 (Leaf 
) tmZti. i*H:#S*Li*-K0 0 0-Klllli, ±IBL^ £ ^ 

8#bb) , it)6t4 , J-7i:#4»*i4iil«DNKO-«tflftrv»i. 
0^t>#-f-7 i W 8iOHH^^-7'0'etLW W>l-C, fttftDNK ( 
iCfli, DNK 0 ~~DNK 7 ) *««Sfe*#L, Sfcfc, «H»^- 
%\\<Dtz!t)iZ, 'J-7ID (d-C(±> LFo ~LF 7 ) 3& s ffr-5-S *LTV*& 0 

&o H7^t^Jt?B. «H»^-' ^ [0] Ii3oof^^ [0] , [1] 
, [2] «S&^-^ [1] H2owf^^ [3] , [4] 

i.zxnmm.^fi, W3t7fr-*f [2] li4o©f;M^ [5] , [6] , [7] 
[8] fc.fc»)«j£$*i-CV>S 0 [3] - [7] fcov>T 



ffiSE# 2004-3016338 



#K2£0 3- 1 6 3 9 6 8 ^^"^ ^ 

[0 0 8 8] 
[0 0 8 9] 

HI 8 (A) taft^-^ny^EKBO-WilittWCiio -I-l^ 
bfc-WC^ t^-yn'^EKBtt, Enc (K0, KR) fcitFEnc 
(Kl, KR) tv^2oOf-^Ci*)i^^titv^o E n c (K 

0, KR) fi. ;i/-h^-KR^^^lfiT^^-K^-K0HioTBt^kL^ 
^-^£1^ Enc (Kl, KR) ii, ^-h*-KRtf01IT©>'-K* 

-K i izx^xm^k^fcr-rx^&o 

[0 0 9 0] 

d8 (B) ~ (D) (i. iffDNK^J^it^^^o (B) K^L 
fcJ:?^ m&7^--7 [0] lC##$tL^,^1f#DNK 0 Enc (K 0 0 
, K0) . Enc (K0 0 0, K00) ^^-7^0 0 0 ^300 
r-?K£*)Wl&ZtiX^Z>o Enc (K00, KO) ti> 
<7)ETO/-K^-KOO^J:o-CBt^bLfcT'-^t:^0, Enc (KOOO 
KOO) it, /-K*-K0 0*^ET^'J-7*-K0 0 0 i:iotlIi^ 
flSLfcr-J-Cfcfco (C) K^L*:^^ |»^-^ [1] tZft^tiZ 
lilfmDNKi tt, Enc (KOO, KO) , Enc (K001, KOO) 
yfi;-"7^-K0 0 1 fcv^o 3o«f-^:± *)1#J&£frL-tv>&o Enc (KO 
0, KO) It. </- **<DMTC>y- K4-K0 0 tc J; o THt^bL 

Enc (K001, KOO) M\ y - K*-K 0 0 fc^OittT 
Oij-7*-K0 0 1 K*oTie^tLfc'7'-*-e**o (D) fc3*LfcJ:dfc 
> C2] i:##$*i4ftffi«DNK 2 «\ Enc (KOI, KO) 

% Enc (K010, KOI) is -7*-K 0 1 0 t^l 3 o^t*-* 
*9«HtS*LTv»* 0 Enc (KOI, KO) li> y-F^KO^IT^ 



mtiE#2 004-3016338 



mm 2^0 3 - 1 6 3 9 6 8 : 30/ 



y _ k^-KO 1 I* £oT0i^bL£r'-*-t~&*K Enc (K0 10, KOI 
} t±% y _ k^- KO Ofc^ttTF^-^-KO 1 OK^oX^itLtzr 
-9X*$>ho % (Dimmer ~f [3] ~ [7] C#4S*L4HMIDNK3 

-DNK7 iiov^ttRm^s (bi^t) o 

[0 0 9 1] 

[2] t:^t^'J-7^-K0 1 055^;V->^r-KRi:SI>Mi, Enc 
(K010, KOI) , Enc (KOI, K0) , Enc (K0, KR) t^o 

3o©f-^ao«$Wo Lfc**oT, HI 8 (A) K^Lfc^SMfc*- 

rny^EKBi, H8 (C) ^Lfc«flNRDNK 2 

^-KRlwJ:oTli:^l©^b$tLTV^^-eti^<, /u- h KR oTBg 
ns*ut«Hftft 3:/ 7 i:/, ^- Enc (KR - KC) £ffiv>TB£-5Hb£*t-c 
v^o-e, fMRfcii, ^-h^-KRicio-rtr^Bt^b^^xv^^-En 

c (KR, KC) £#KU »fe*L3t3Vf-W*-KC*Mv»T*«F^fk3V 
f^Enc (KC, CONTENS) fW^Vf 

o 

[0 0 9 2] 

»**DNKi [i=0-8] *«f*#**LTV»*|MI^-^*-*-» 
[0 0 9 3] 

»y U -«jtM»t**T»«>U - 77 - Kfc« 0#»tT, V-7ID fcftffNK 
(9f«ift^URi: V-"7lDiJJ:tr«*«DNK#W-#-**t* 



mtE# 2004-3016338 



#M 2^0 3 - 1 6 3 9 6 8 v : 

Ztizttho Mz.lt, m7iz^Ltzm^^r, ^^-7° [0] ©3o<Df 
[0] ~ [2] fctt, |SJD';~7ID (LF 0 ) & & tP$£1W#D N Ko # s 

##$*t, m&rfl'-? [i] ©2o©f^x [3] , [4] 

ID (LFi ) UJ:tr«l«*DNKi M*'*— / [2] O4o<7> 

[5] ~ [8] KttU Bt'j-7ID (LF 2 ) *5it>*mt#DNK 2 

[0 0 9 4] 

fcttHi-fc. H9~IU1 2tt, flMWMIl-1, l-2fct»«tw<4k 

o fc*. J^T«-C(i, flMHWBH-1. l-2(±> 

ID1, ID2^n^tL«no fiU M2 
ifi»oii:flHIW@ tr;7>^xri:J:o -CM I D «rfe« LT^JTr 

[0 0 9 5] 
[0 0 9 6] 

iMWWSl-l^i*^ ^;v-^fig*ii5 2 (i3) ^ iMM^ 

i^fci-aM^-^n+*^-'/«* fjx.il a.-ifoft 

^ WGtt. >-/UTKVX*©A-ffll«) *AtJ^2 6 (02) ^ 
"bXTJU (H^*1*) ^'J?^t4J:, ro^-yflWW 

[0 0 9 7] 
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#11 2^0 3 - 1 6 3 9 6 8 v I 32/ 

tiffiW— y*4 -Ct±, 31««-7*n ^100 Sr^LTlf 1 - 1 *fc*> 
-rMKJfcfcSttlR*^ ^-/Siftl«l69 1 (04) *%»LT, ^ 

-KfcfcffU iii?)*^-^fiifc*t^-^lT-^ (0 5 (A) 

7 - K £ ^JW^fi^Tia h ^M^t^n ^ * 1 OO^U 
(Xf^S2 0 2) o 

[0 0 9 8] 

3 oa- if * 1 5 0 (06) KiJ&iHrrSo 
[0 0 9 9] 

If ««« 1 - 1 -CWU «4Hfl»«tttt 5 3 a«Wft-/o ^70 
£^LT, 1f«^wt4tC«-UT«»fiW**fTd (Xf^S 2 0 3) o - 

-yiD^it>VN'X'7-K*A^^2 6 (02) *S>A2TU Sfefll^^V*^ 1 ; 

M 50 (06) ^«SIDlttt*ffiU -«ID*> **;V--/ID£ 

[0 10 0] 

•it #-9—^4 mmmmyv ^100 %frLxmmm%* 1 - 1 

««K3R*SttJR*fc> «fifiii9 2 (04) **felfcLT\ 
-^fir-^H 13 (0 5 (A) ) lcg»i"*o £<0^§> 

ib 9 2{±> mLvvm (MSflwi) fc^co«»o«a (-9— '<»wra) t 

^085t#tt*^*^>>9^if^'>3>IDl (TID1) «rHff t> D 1 

(«#it'C^^-7'flT-r;n 13 (05 (A) ) t:fit*o ^-tt, 
4ffitHifti9 2 tt, I«*tt^n 7M00 «r^-LTl«««» 1 - 1 
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#JH^^O 3-163968 ^^-v : 

U «ffbfcTIDlk*K:«HHffl«SST*a«i-* Ut-^S 2 0 4) 0 ft 

— 1 lC^|'fs"t"^)o 

[0 10 1] 

If mm* 1 - 1 If #^-/^4 ^f>a«M^n ^70 *4hLT«»« 
«^Ta»*5&W*fc, MMWMM 5 3 *©«8«»£5T»*1*& 
TID1«U ClOTIDl*. #3 0IB««8 3 0^-^"t'--* 1 5 0 ( 

0 6) km-t &o 

[0 10 2] 

•^tft ±BU TOpenMGXj *r«"***l*fH 

Uf^S 2 0 5) o 
[0 10 3] 

5 4j&*jg»U fll*-9— ^4 £*J-LT»#*SB:/n -^70 e*fi 
»S?3fc&fH (Xfy/S 2 0 6) o 'If^ 

y^^lM^HlSC. t-^fi^ii5 4{i, ^-^-^ 1 5 0 (H6) 
^f.TIDl^i*tHU -9— e^3t«95*fc*^fll*"9— ^^KiaW+^o b 
tztf-oX, a.— TO> %*>X9'fr-'7l D&Xtf/iXV- K^A^-f^^tift 

[0 10 4] 

flf^-fr- /*4t?«\ IfiWI'/D^ 1 0 0 Sr^LTflMMfliei ~ 
tf*a»gS#fc£ttJR*i:. *-e*««M«*IB9 3 (H4) ^idt-c, -9- 



ffifiE# 2004-3016338 



mm^^o 3-163968 * J ' 347 

s(iyj|S*^f^ri-*jt.— if^-if^fiflk*^* L-C*** i 5^ i Sr J WWfi'*o 

j»t*ifcfllfU i;--7lDk«MIDNKkt5Wfi-*fc*^ «i*L<b£ 
, flNRflffi l - l c^-^I D^lB#»tt/^-^tlt-^ l l 3 (H 
5 (A) ) Kafitio fit, t-^£iMii9 3l^ «*M»1-1 
K*tLT> V-7 IDt«fetil*DNKi:*#tr«9— tf*-r-*£, t?*2« 
^7a»fc*i:ai«t^Dy^ l 0 0&^LT^«-r& (Xx^S 2 0 7) 

o 

[0 10 5] 

fftttft&l - 1 -Ctt, «««*B^a ^70 «:^LT«#*- ^4^fe-9— * 

so (me) t-fe**r*= ##-t&o £©«ire, awmr 

[0 10 6] 

! G^-MHiDx.^>^^a Ur-y^S 203-S20 7) fclilJlWC* 
&<7)T% R);fcOffyftW:»Ml*+*o 
[0 10 7] 

4r% flKHSHS 1 - 2 -Ctt, MS«K*«tt 5 3 *K -^70 
*^bT««-9— /^fcttLTWfiftSEfcfcfH (010: ^f'^S 208 



W|iE# 2004-3016338 



#B^0 3- 1 6 3 9 6 8 ^^<-i? I 35/ 

2 6 (H2) rt^A^U V ifcfc J: Ofrdo dtifc* 

«9 , MSfHMtt 5 3 tt, a-lf?'- * 1 5 0 (HI6) *MM ID2*i 
*BJU C«ID2^ a-f ^A* Lf^^ - ^ I D * J: 1>VU 7 - K 

D&XV'iXV- K*> «»I D2 3 OfB«SB8 3 (03) 

Ojl— ifT*-^ 1 5 0 (0 6) £*&4frt£o 
[0 10 8] 

tilflW— TN±> ®#M"/n 7^100 fc^LT'lfMif? 1-2 ^^>M 
fl^^itH^ fc, M£ft*M1l3 9 2 a*. Bfl»fiflW**fe«t I D 2 

113 (H5 (A)) tjaHlfifW*- «SHHWfMW»9 2tt*fc* 
^> 3 >ID2 (TID2) fcf&frU W I D 2 K^tttfT^OV- ^iffi-r 
1 3KlB1T*-So -€"L"C> MSft*a«fB9 2 tt, flNM»l-2fc 
**U »ff LfcT I D 2 fc*na#«IBrn '^100 *4M,T«Mfc«£T* 
(Xf .V/S2 0 9) o TID2li N _bfBOT I D 1 tmH&OB 

[0 10 9] 

1-2 aifW/* ^70 i^LTlS*^- ^4 *»e>«S2 
»feTa*P**W-3R*fc. MSTOMMIS 5 3 *o««W571ft*6 
TID2^ttfflU d<0TID2^ 3 OfS'HSR 8 3 0a-ff-^ 1 5 0 ( 

H6) tc^-r^o 

[0 110] 

^o^Pift?, fli«ij— -9— br^^MTO9 3**fe»u misfit 

e*a»&4B-tafc]*?T"5 ut^s2 1 o) 0 ioiftii, wiift-^ 
^hjb o * i -r^- v zm m.m& 1 - 2 cMt & - 1 -eff 3 « 
[0111] 



£BfiE# 2004-3016338 



#M 2^0 3-163968 ^ ' 

xmk**^^ Uf7/S2 1 1) o £<w-e*s»5?#t±s -tta^lf^ 

t)ftt>ti2> 0 -ftzlD%. sL-*f<7)?v y**WfcfcjBC, -9--e^fi«W*«*65 
4Ji> ^3 0fB'lfg|5 8 3©^- 9*7*-* 15 0 (Hi 6) HTID2 £l%&ffiL 

[0 112] 

If *H— 4 t?l±, }i«$iif&:/u 7M0 0 ^r^LT'lf 1-2 tf>*>-9— 

tr^afla?**«ttiR*fc. t-^ttMit9 3 an 4) swetttr, -9- 

2W-riDi:JtIc>UtS$*Ltv^V-7 IDiiMDNKtW 

O^LTMtS Ur-;7'S2 12) 0 
[0 1131 

1WW»l-2-Ctt. IliiT-n^ 7 0**LTlt*9— /<4*&"9— 

3<omm^S 3<Dx.-4fT-* 1 5 0 (0 6) iO«»t?, 
^ot> £*UJJll$. a— TO. fl|««»l-2^Uflf«t^4(:7^« 

H if) wyu- KLtW#L/:3 ^T-v^iJi^^ -t>^*fll*<l»l ~ 2 
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03-163968 




: 37/ 



[0 114] 

1 G 1*1 offeolf l-lfi:i»)^>D-KL TUm Lfc ^ > x > y £ i 
0^ -feVX fclf *Mfe» 1 - 3 M 3 If - LTf Uffli" & £ t imm t%2>o 
[0 115] 

[0 116] 

d^tr, ««-9— ^4«, j.— 9^m#*-*«&<0W#W**k' r 

£<o#W*®art-&fci&, **JfcO»«Rt?tt, ±fE<£>J:?K > 1^^> 
(H5 (A) ) ®1 ooW^-yKfiftS *LTV> 

[0 117] 



miE^ 2004-3016338 



#0, 2^kp 3-163968 ~ 7 * 38/ 

[0 118] 

w*4fc#LT*»^fWBfc55#*fH ®1 1 :^r^S2 1 3) o 
Jfltff^O ?f ft/~~~f I D *3 J: 7 - K Sr A* U > * * ^ * * i 

[0 119] 

iifSil 9 2 HMI^^&W I D 2 U - <£>I£SI I D 2 * 

) o 

[0 12 0] 

tfHl lo«-C(i, ^v-^flr-^H 1 3KS»$*ufc«l»IDli. Iff* 
an l - l uov»TO*» IDl^t^J), 1 - 2 liK^^- ^ 1 

2 trfUffii" ^ £ t § tz < & 4 o 
[0 12 1] 



ffiSE# 2 004-3016338 



#M^0 3-163968 0^"^ * ^ 

<oMM Jit? § v*o 
[0 12 2] 

ny? 7 0=Sr^L-C> fc**L-C\ 3 (HI 2 : 

Xf-^S 2 1 5) e JWfrWfctt, a-m*»2 6^Lt, *fft&£»t 

[0 12 3] 

*>*ti«|f&9 4(i$Mc, a>f 1^?>, f<?)i0iU3> 

f- > ? *&5efflf #H^*H"t" 3Vf> , 777^f ;v £^<7*tii U -e^^^Oi Lfc 3 ^ f > 
777^ ^Sr, IfSlT'D ^100 *^-LTflf»«» i - i KS&ft-ta (* 
■fyfS 2 1 6) o 
[0 12 4] 

f>77 r>f ;v£fM<*>fB1t£B8 1 M&*fr*-*o d*U- J: »K 1t#«K*|l - 1 1± 
[0 12 5] 



tBSE# 2004-3016338 



#1^0 3 -1 6 3 9 6 8 (P^"^ : 

"t"<?>o 

[0 12 6] 

&^LT. flt#-9— yU^Lt, ft i (012 :*fy:/S 

2 l 7) o ^ttWKli. a-fmi2 6«r»f^LT. KCWtt^Wil' 

0 (B6) ^'J-7IDS:K*ffiU ' j - "7 I D £ J: t>*7 
[0 12 7] 

• 5^-b>^i«i9 4li$? > ^ 7^>Xf-7iH 12(05 ( 
B) ) ^©ttffitfc9'f*>^«^fl»«^»JE&1-*9>f*>^IDfeJ:0 f 

tt-m-t&ZbKX*), 06^L/:±O^7t-77 f»7'f 1 4 0 

fcf&ftU UT7 7S2 1 8) o =t>t- 

>y • 7^-fc>*ttMliS9 4ti. Z<D*)--7 ID^t^)^^-7I D 

iffiMI 1 - 1 1 1 D) 

TtfST— ?>1 13 (0 5 (A) ) *fctt*ffiU :«^-7lD^\ 7^ 
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03-163968 




41/ 



It9 5 (04) ;m#4M£^Tl-&o *0^—/ID**aEM»$*L-C 

v>**fr£W\ m^ig&^Tfc&Wo i^-e^t/^j-eti, ^ti:Uv^7^ 

•t>^^#(±, it«^i-i^-r^»^^-^i GK&^x®#>x?td 

[0 12 8] 

r>f***2©BW8 2K«*M-*. £*LfcJ:tK tWWfBH-ltt. DOeC 
*LfcJ:d fc, IDeiota-ff-* 1 5 0 V V***Lfc?>f 

[0 12 9] 
[0 13 0] 
[0 13 1] 

(iim flMWSl - 2*»It*«S^-^l GO^-ri D) *, 
^-7*fif-7;H13 (IU5 (A) ) ^f>i*tHU i«0^-7"ID^ 



ffiSEiRF 2004-3016338 



w 



03-163968 




^-v : 42/ 



H9 5 (0 4) ti. m#^a^^ft>^v> 0 -e-co^o^afi. wr*»i-ik 

[0 13 2] 

[0 13 3] 
[0 13 4] 

51 (H3) tmmu ^■o»sg$*L/i3>7 t >ytc«-ji&-r&9>f*>^iDi 

33£> IlOieWS UiKJStimavfr^T'f/H 30 (B6) 

s 7 a * v 7s mm ztix^z zmfc-t&o ? * > * k w s *vc 

9'f-bVX©rt§tL-CSS$^v^t«l»il!ll4 3 (HI 

6) fc, ok* vnmztix^&mfcBmtzitmr&ztxmwizfr 

[0 13 5] 

1 ^ «*Dto<:9>f -fe>^ I D 1 3 3 fS2<7> 
|B1MR8 2C»«fl$*LTV»«9-f-fe>^14 0 (BO 6) ^';-7lD145t 



tfSiE# 2004-3016338 



#®2g^0 3 - 1 6 3 9 6 8 ^^"^ 

tmM 8 3 (Dx.-ifr- ^150 (EI 6 ) # f>H1« #D N K 1 5 6 o 
Wi«5 1l^ £©«WlDNK15 6tiBv»t, r/f^77^1 
3 0 (06) <OtiM-rn^EKB 1 3 4*»»tT, ;V->*-KR£ 
#&o COD fc*** 

il. HH^DNKo (IH8 (B) #85) »T«^r-7'D^EKB (El 
8 (A) ) *«W*1-* o *ffW^tt, «**DNK 0 -7*-K 

0 0 0^v>tEnc (K0 0 0, KOO) fc««W-K*-KO 0«# 
U »)#fe*Lfe/ - K*-K 0 0 *fflv»TE n c (KOO, KO) Sr» 

»-^7nKB«Enc (KO, KR) «U;Wf^-KR« 

fftn>r>7^-13 5 (=Enc (KR, KC) ) ti«fC, aV^V? 

3 6 (=Enc (KC, CONTENTS) ) *MEU WfflWft 
|i03>r>7CONTENS»o S&«fca*IB5 Hi, UTMItcL 
fca^T^yfcS&U IU*»2 7*?»IHJt4. 
[0 13 6] 

& o 

[0 13 7] 
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#® 3- 1 6 3 9 6 8 ^ : W 

[0 13 8] 

L-Ctn^:t^f\ |^-^;l/«-7 P I*IO'lfW^'e{i. 
[0 13 9] 

4 fc, & & ffiffiMSSfc <£ *) If #-9- - ^ <b a ^ 7- > ^ £ J: Tf<7 <i -fe > x £ X# 

[0 14 0] 
[0 14 1] 

( i ) 3>f>'; £jE^ a#- l a— if ^»r^ * * -9 
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*RMH^^O 3-163968 ^^-v : 45/ 

T? HIS? n > t- v % 7 ^ 9 -f «fe > * <D&Wiiffl1&£ & * o 

[0 14 2] 

[0 14 3] 

[0 14 4] 

LT»W Lfc*** 1 M-Wim&vmfcr & * 9 LT *> i 



ffi|E# 2004-3016338 



%?m,QO 3- 1 6 3 9 6 8 ^ 1 
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